Evaluating the Security of eFPGA-based Redaction Algorithms
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Introduction & Contributions eFPGA-based Redaction Proposed Attacks on eFPGA Redaction

Hardware IP owners must envision procedures to avoid A sensitive sub-circuit can be replaced with an embedded BIE Eellne e A ek

piracy and overproduction of their designs under a fabless FPGA, and the eFPGA can be configured to perform the
paradigm. While traditional logic obfuscation methods [1] same functionality as the missing sub-circuit [3, 4, 5].

nave been challenged by powertul attacks [2], a newly The configuration bitstream = Hidden key only known to
proposed technique called eFPGA-based redaction [3, 4, the hardware IP owner Break & Unroll Attack
rea nro acC

5] seems to temporarily solve their shortcomings. . .

] P Y J Impression: eFPGA-based redaction is “by default” secure
By default, eFPGA fabrics contain numerous cycles due to against SAT-based attacks due to the complex structure of
their flexible interconnect network, which may make the the embedded EPGA. Approach: Break all the cycles; then if a loop is detected, create a new obfuscated circuit by unrolling one cycle and redo.
oracle-guided SAT-based attack [2] inapplicable. So, there
IS a conception that hardware redaction using eFPGAS Is

SAT resilient. First, by providing a preliminary study using DIP Exclusion Attack Fully-
existing cyclic attacks [6, 7], we refute this conception. How It Started... . Scanned e CYSAT Attack ~
If an exponential number of DIPs Activated 1C Break All Detected Cycles

Then, after investigating the necessary assumptions to CSAW ‘21 logic locking conquest: lead to a stateful situation, the S — :l/l\CycSATAtlack ~_
add hard cycles and make cyclic attacks unsuccessful on worst-case time complexity is “ “

| | . . plexity - =
eFPGA-based redaction, we propose two novel attacks Input: 28 different eFPGA fabrics exponential. e —E——
called DIP Exclusion and Break & Unroll that can recover Task: Recover the bitstream.

the bitstream of the eFPGA fabrics even with the | el & Uaralll Areek
existence of hard cycles and large size keys. Result: We found the bitstream of all the 28 benchmarks!

ldea: Record the DIPs that CycSAT got stuck on and exclude them from the eFPGA-based redaction benchmarks.

Approach: If a loop is detected, add a new component to the obfuscated netlist to avoid the loop.

ldea: Why not have the best of both worlds? (i.e., Breaking + Unrolling)

Time Complexity: Original IP

Accessibility of attacker > Break & Unroll Attack
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If no hard cycles exist, the best- Netlist l

Bench | Key Size IcySAT CycSAT case time complexity is the same Exclude | Yes ‘
K3N2 601 155s, Correct Key 3.79s, Correct Key as CycSAT while if an exponential Eh;; Run SAT
K3N3 725 343s, Correct Key | 5.79s, Correct Key number of hard cycles exist, the No - m‘t(e ~ |
Logic Obfuscation & Deobfuscation K5N4 | 837 | 798s, Correct Key | 9.48s, Correct Key worst-case time complexity is the ' @E’unﬁ witia Smatcrcuts | L] OrioLone | (g )
K3N5 941 6 hours, No result 9.15s, Correct Key same as IcySAT. ~FPGA Redaction Report Key ] Hard Cycle Cycle
K3N6 1154 6 hours, No result 19.1s, Correct Key
K3N7 1243 6 hours, No result | 25.32s, Correct Key
K3N8 1393 6 hours, No result | 29.24s, Correct Key

@ @Fyl kz:).r_[ : k4jE@>—yl K4N2 639 195s, Correct Key 3.12s, Correct Key EX p er | men tal ReS U I tS
o i K4N3 810 | 3178s, Correct Key 5.47s, UNSAT

w0} 8 o o ] L1 K4N4 | 1049 | 6 hours, Noresult | 7.22s, Correct Key Setup: Add hard cycles to eFPGA-based redaction benchmarks. Each hard cycle embeds four extra key bit controlled
' K4N5 1316 6 hours, No result | 21.28s, Correct Key feedbacks into the circuit

' K4N6 1468 6 hours, No result | 20.59s, Correct Key Bench | Key Size | Hard Cycles CycSAT IcySAT DIP Exclusion Break & Unroll
Original netlist f(x Obfuscated netlist g(x,k y y y cy
’ %) a RaN7 tod7 6 hours, No result | 29.66s, Correct Key Analysis: K3N2 641 10 Inf Loop 697s, Correct Key 1236.57s , Correct Key 9.46s, Correct Key

. : . K4N8 1849 6 hours, No result | 31.93s, Correct Key K3N3 765 10 Tnf Loo
P 1817s, Correct Key | 2163.11s, Correct Key 16.38s, Correct Key
Traditional Logic Deo bfuscation 2] K5N2 815 6 hours, No result | 5.68s, Correct Key K3N4 377 10 Inf Loop 55065, Correct Key | 5621.3s, Correct Key 41.81s , Correct Key

In an scenario  where
Attacker model fONS 1066 6 Enurs, No resuit 7.9, Correct Key C CSA-l}/ can returnl the K3N5 981 10 Inf Loop 6 hours, No Result | 7011.37s, Correct Key 36.42s , Correct Key
AEHe oHe PN el 6 hours, Noresult | 17.18s, Correct Key y K3N6 1194 10 Inf Loop 6 hours, No Result 6 hours, No Result 141.34s , Correct Key

~_~ ﬁﬁg ;;E 2 Enurs, ﬁn resuﬂ; igg;s EDHECE EE? correct key, Break_ & Unr_O” K3N7 1283 10 Inf Loop 6 hours, No Result | 24011.02s, Correct Key | 205.09s , Correct Key
DUIS, YO Tesu /5, LOITEC ACY has the same run-time while K3N8 1433 10 Inf Loop 6 hours, No Result 6 hours, No Result 410.7s, Correct Key

Obfuscated netlist + Activated IC + Scan chain access KSN7 2271 6 hours, No result | 56.24s, Correct Key IN cases Wwhere CyCSAT K4aN2 895 64 Inf Loop 1072s, Correct Key 6 hours, No Result 20.93s , Correct Key

K5N8 2573 6 hours, No result | 74.89s, Correct Key C e .
returns an infinite loop, Break | K4N3 1134 81 UNSAT 26695s, Correct Key 6 hours, No Result 182.15s, UNSAT

K6N2 1125 6 hours, No result | 6.69s, Correct Key AN Tnf L. h No Resul h No Resul C K
K6N3 1518 6 hours, No result | 13.29s, Correct Key & Unroll can return the A 1469 o0 o lours, 10 2esu o ours, o e e it

KEN4 5089 6 hours, No result 2.12s, Correct Key correct key with a much K4N5 1844 Inf Loop 6 hours, No Result 6 hours, No Result 806.14s, Correct Key

The truth: Each DIP may exclude many wrong keys from K6N5 2694 6 hours, No result | 32.193s, Correct Key better average ru n-time than K4N6 2056 Inf Loop 6 hours, No Result 6 hours, No Result 1519.89s, Correct Key

traditional loaic obfuscation K6N6 D028 6 hours, No result | 60.52s, Correct Key IcySAT K4N7 2307 Inf Loop 6 hours, No Result 6 hours, No Result 1602.52s, Correct Key
9 : KENT 3347 6 hours, No result | 73.47s, Correct Key ' K4N8 2589 Inf Loop 6 hours, No Result 6 hours, No Result 6 hours, No Result

K6NS8 3989 6 hours, No result | 492.3s, Correct Key

vy

Traditional Logic Obfuscation [1]

Goal: Each DIP excludes at least one wrong key.

SAT-based attack IcySAT [6] = Tries to unroll all the cycles

Input: Obfuscated circuit g(x, k) and original function f(x) CycSAT [7] = Tries to break all the cycles. How It’s Go|ng References
Output: Correct key k* such that g(xj k%) = f(X) Run-tim Inner: CycSAT [1]J. A. Roy et al., “EPIC: End f d In DATE, 2008
- . . . . PR 7' .A.Royetal.,“ : Ending piracy of integrated circuits,” In , .
while }E‘ = SAT (g(x: kl) ;L' g(x: kz)) d(). u | e Wi e . yC . . Takeaway 1 The common ImpreSSIOn that eFPGA-based redaCt|On IS by [2] P. Subraymanyan et al.,, ”Evali;)ting»:che secfrity of logic encryption algorithms,” In HOST, 2015.
A A CySAT may take EXpOnentla| run'tlme Compared tO the default” secure aga|nst SAT_based attaCkS |S prejud|ce [3] P. Mohan et al., “Hardware redaction via designer-directed fine-grained eFPGA insertion,” In
g(x= kl) - g(X, kl) A (g(x: kl) - f(Jf)), (ey Slze and number Of CyCIeS L ] I[Délp]‘-E.E’Bigitari et al., “Exploring eFPGA-based redaction for IP protection,” In ICCAD, 2021.
g(_‘}{: kZ) = g(x: kZ) /\ (g(}z‘: kZ) = f(j%))! Takeaway 2 Add|t|0na| reseal’Ch On hOW tO SyStemat|CaIIy Create an [5] J. Bhandari et al., “Not all fabrics are created equal: Exploring eFPGA parameters for IP
- . .y . . . . . . redaction” In arXiv, 2021.
:Qe| | ab | | |ty winn el' ICySAT exp0nentla| number Of ﬂOﬂ-COmblﬂatIOI’]a| hard CyC|eS IS I’EC]UIFEd to [6] H. Zhou et al., “CycSAT: SAT-based attack on cyclic logic encryptions,” In ICCAD, 2017.
CyCSAT Cannot break uhardu CyC|eS produce secure eFPGA-baSGd I’EdaCtlon SChemeS [7] K. Shamsi et al., “IcySAT: Improved SAT-based attacks on cyclic locked circuits,” In ICCAD, 2019.

k* = SAT (g(x, k1));




