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Logic Obfuscation & Deobfuscation

Traditional Logic Obfuscation [1]

Traditional Logic Deobfuscation [2]

Goal: Each DIP excludes at least one wrong key.

The truth: Each DIP may exclude many wrong keys from 

traditional logic obfuscation.

Introduction & Contributions

Hardware IP owners must envision procedures to avoid

piracy and overproduction of their designs under a fabless

paradigm. While traditional logic obfuscation methods [1]

have been challenged by powerful attacks [2], a newly

proposed technique called eFPGA-based redaction [3, 4,

5] seems to temporarily solve their shortcomings.

By default, eFPGA fabrics contain numerous cycles due to

their flexible interconnect network, which may make the

oracle-guided SAT-based attack [2] inapplicable. So, there

is a conception that hardware redaction using eFPGAs is

SAT resilient. First, by providing a preliminary study using

existing cyclic attacks [6, 7], we refute this conception.

Then, after investigating the necessary assumptions to

add hard cycles and make cyclic attacks unsuccessful on

eFPGA-based redaction, we propose two novel attacks

called DIP Exclusion and Break & Unroll that can recover

the bitstream of the eFPGA fabrics even with the

existence of hard cycles and large size keys.

eFPGA-based Redaction

A sensitive sub-circuit can be replaced with an embedded

FPGA, and the eFPGA can be configured to perform the

same functionality as the missing sub-circuit [3, 4, 5].

The configuration bitstream → Hidden key only known to

the hardware IP owner

Impression: eFPGA-based redaction is “by default” secure

against SAT-based attacks due to the complex structure of

the embedded FPGA.

Experimental Results

Setup: Add hard cycles to eFPGA-based redaction benchmarks. Each hard cycle embeds four extra key bit controlled

feedbacks into the circuit.

Proposed Attacks on eFPGA Redaction

Time Complexity:

Original netlist f(x) Obfuscated netlist g(x,k)

How It Started...

CSAW ‘21 logic locking conquest:

Input: 28 different eFPGA fabrics

Task: Recover the bitstream.

Result: We found the bitstream of all the 28 benchmarks!

IcySAT [6] → Tries to unroll all the cycles

CycSAT [7]  → Tries to break all the cycles.

Run-time winner: CycSAT

IcySAT may take exponential run-time compared to the 

key size and number of cycles.

Reliability winner: IcySAT

CycSAT cannot break “hard” cycles.

DIP Exclusion Attack

If an exponential number of DIPs 

lead to a stateful situation, the 

worst-case time complexity is 

exponential.

Break & Unroll Attack

If no hard cycles exist, the best-

case time complexity is the same 

as CycSAT while if an exponential 

number of hard cycles exist, the 

worst-case time complexity is the 

same as IcySAT.

DIP Exclusion Attack

Idea: Record the DIPs that CycSAT got stuck on and exclude them from the eFPGA-based redaction benchmarks.

Approach: If a loop is detected, add a new component to the obfuscated netlist to avoid the loop.

Break & Unroll Attack

Idea: Why not have the best of both worlds? (i.e., Breaking + Unrolling)

Approach: Break all the cycles; then if a loop is detected, create a new obfuscated circuit by unrolling one cycle and redo.

Attacker model

Obfuscated netlist  + Activated IC + Scan chain access

How It’s Going...

Takeaway 1: The common impression that eFPGA-based redaction is “by 

default”  secure against SAT-based attacks is prejudice.

Takeaway 2: Additional research on how to systematically create an

exponential number of non-combinational hard cycles is required to

produce secure eFPGA-based redaction schemes.

Analysis:

In any scenario where

CycSAT can return the

correct key, Break & Unroll

has the same run-time while

in cases where CycSAT

returns an infinite loop, Break

& Unroll can return the

correct key with a much

better average run-time than

IcySAT.


