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Introduction 

The outsourcing of semiconductor manufacturing raises security risks, such as piracy and overproduction of hardware intellectual property. To overcome this challenge, logic locking has emerged to

lock a given circuit using additional key bits. While single-key logic locking approaches have demonstrated serious vulnerability to a wide range of attacks, multikey solutions, if carefully designed,

can provide a reliable defense against not only oracle-guided logic attacks but also removal and dataflow attacks. In this paper, using time-based keys, we propose, implement, and evaluate a family of

secure multi-key logic locking algorithms called Cute-Lock that can be applied both in RTL-level behavioral and netlist-level structural representations of sequential circuits. Our extensive

experimental results under a diverse range of attacks confirm that, compared to vulnerable state-of-the-art methods, employing the Cute-Lock family drives attacking attempts to a dead end without

additional overhead.

We present the following contributions.

• Proposing Cute-Lock-Beh, a counter-based multi-key logic locking behavioral solution to secure circuits against logic attacks in RTL-level representation;

• Proposing Cute-Lock-Str, a counter-based multi-key logic locking structural solution to secure circuits against both logic and structural attacks in the gate-level netlist;

Two categories of combinational logic locking:

XOR-based1 K1=0 

MUX-based2 K1=1

Cute-Lock-Beh Implementation

Cute-Lock-Str Cute-Lock-Str Implementation

Combinational Logic Locking

Experimental Results
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Conclusion

Cute-Lock-Beh multi-key logic locking solution:

• Evades SAT attacks.

• Successfully locks circuits of any size.

• Supports sequential locking at the HDL (behavioral) level.

In addition, Cute-Lock Str is a multi-key logic locking solution that:

• Prevents structural attacks and dataflow attacks. 

• Supports sequential locking at the netlist (structural) level.

• Has low overhead.

Cute-Lock: Behavioral and Structural Multi-Key Logic 

Locking Using Time Base Keys

Kevin Lopez and Amin Rezaei

Sequential Logic Locking

Use state transition to lock the FSM. 

HARPOON3: Need to traverse through obfuscation states. 

DSD4: HARPOON + Adding black holes. 

• Counter-based multi-key logic locking 

behavioral solution to secure circuits 

against logic attacks in behavioral 

representation.

• Sequential logic locking Solution aimed to 

protect against oracle-guided SAT attacks. 

• Implementation of Cute-Lock-

Beh requires only changes in 

the HDL code:

• Add a counter;

• Wrongful state transition 

when a wrong key is 

provided. 

• Counter-based multi-key logic locking 

structural solution to secure circuits 

against both logic and structural attacks 

in netlist representation.

• Improved version of Cute-lock-Beh 

aimed to have lower overhead and to be 

locked in structural level. 

• Instead of transitioning to a random state 

upon providing a wrong key, it moves to 

a different state, predefined by existing 

state transition hardware.

MUX Tree - Locking a Flip-Flop

MUX trees are used to lock flip-flops with 

multiple keys.

1st layer of MUXs is to verify that the 

correct key is provided.

2nd- 𝑚𝑡ℎ layer is to coordinate which key 

should be provided based on the counter 

inputs. 

• Overhead values were 

calculated using the ITC 

99 suite.

• 3 different configurations 
• 2keys_nBits

• 4keys_3Bits

• 16keys_5bits 

• Compared to DK-Lock 

with configuration: 

n bits, 10 bits. 

• Overhead becomes 

smaller as benchmarks 

become larger.

Cute-Lock-Str OverheadCute-Lock-Str Against Structural and 

Dataflow Attacks

• We were able to get the NMI 

scores based on the original 

circuit.

• How similar the FF structure 

of the original circuit 

compared to the encrypted. 
• We got 0.45 percent average 

compared to the original 

circuit. 

• In the DANA paper, they got a 

0.86 average. 

• FALL structural attack was 

not able to get any of the key 

values: 0 candidates. 

Cute-Lock-Beh Oracle Guided Attacks Cute-Lock-Str Against Oracle Guided Attacks

• Locked Synthezza

benchmarks in 

Verilog.

• Converted .v to .bliff

format, then converted 

to .bench format 

(Using Yosys and 

ABC).

• Run NEOS SAT 

attacks:
• No attack was able to 

find the correct keys

• Locked ISCAS 89, 

and ITC 99 

benchmarks in .bench 

format. 

• Run NEOS and 

RANE SAT attacks:
• No attack was able to 

find the correct keys.

• Some attacks failed.

• Some did not report 

the correct key.

• One attack timed out 

(20 hours).

module simple (clk,rst, x1, pr_state);
input clk, rst, x1;
parameter s1=0, s2=1, s3=2; 
output reg[2:0] pr_state;
reg[2:0] nx_state;

always@ (negedge clk or posedge rst )
begin
if ( rst == 1'b1 )

pr_state <= s1;
else

pr_state <= nx_state;
end

always@ ( pr_state or x1 )
begin
case ( pr_state )
s1:  nx_state = ( x1 == 1'b0 ) ? s2 : s1;
s2 : nx_state = ( x1 == 1'b1 ) ? s3 : s2;
s3 : nx_state = ( x1 == 1'b0 ) ? s1 : s3;
default: nx_state = s1;
endcase
end

endmodule

always @(negedge clk or posedge rst) begin
if (rst == 1'b1)

counter <= 0;
else

counter <= (counter >= 5) ? 0 : counter + 1;
end

begin
if ( counter <= 1 ) begin

if ( keyinput0 == 1'b1 && keyinput1 == 1'b1 )
pr_state = nx_state;

else
pr_state = s3;

end
if ( counter > 1 && counter <= 3 ) begin

if ( keyinput0 == 1'b1 && keyinput1 == 1'b0 )
pr_state = nx_state;

else
pr_state = s2;

end
if ( counter > 3 && counter <= 5 ) begin

if ( keyinput0 == 1'b0 && keyinput1 == 1'b1 )
pr_state = nx_state;

else
pr_state = s1;

end
end


