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Introduction

The outsourcing of semiconductor manufacturing raises security risks, such as piracy and overproduction of hardware intellectual property. To overcome this challenge, logic locking has emerged to
lock a given circuit using additional key bits. While single-key logic locking approaches have demonstrated serious vulnerability to a wide range of attacks, multikey solutions, if carefully designed,
can provide a reliable defense against not only oracle-guided logic attacks but also removal and dataflow attacks. In this paper, using time-based keys, we propose, implement, and evaluate a family of
secure multi-key logic locking algorithms called Cute-Lock that can be applied both in RTL-level behavioral and netlist-level structural representations of sequential circuits. Our extensive
experimental results under a diverse range of attacks confirm that, compared to vulnerable state-of-the-art methods, employing the Cute-Lock family drives attacking attempts to a dead end without
additional overhead.

We present the following contributions.
 Proposing Cute-Lock-Beh, a counter-based multi-key logic locking behavioral solution to secure circuits against logic attacks in RTL-level representation;
* Proposing Cute-Lock-Str, a counter-based multi-key logic locking structural solution to secure circuits against both logic and structural attacks in the gate-level netlist;
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module simple (clk,rst, x1, pr_state);

Cute-Lock-Beh Cute-Lock-Beh Implementation
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Experimental Results

Cute-Lock-Beh Oracle Guided Attacks Cute-Lock-Str Against Oracle Guided Attacks Cute-Lock-Str Against Structural and Cute-Lock-Str Overhead
Dataflow Attacks -0

Overhead values were
Benchma kandL cking Information NEOS [56] i i
Synthezza [62] #Ki’s(k) Key Size (k;) BBO INT Ben@:iﬂkl::sﬁklﬂg::ﬁil::ﬂ }:ll—on BBO NE{]):'}%] 2 S [F?S] We Were able to get the N MI -
b oI GRS ORassss atoa « Locked ISCAS 89, o TG SN o omns o omise . calculated using the ITC
Locked Synthezza ol ls | gmt oubazel omoscke) Gl i e e scores based on the original 99 suite )
benchmarks in . - :

o . Esvndigine o and ITC 99 AR @00 circuit. ST I i . . .
: c 3 different configurations
Verilog. 0 |
16 » 2keys nBits

b o benchmarks in .bench ¢ e R i -

13 s$59:511: 0m1:361: : : ~ls TmS0.965s | Oml 2875 65 5915 HOW Slmllar the FF StrUCtU e :gi
Converted .v to .bliff ' « 4keys 3Bits
» 16keys bbits

=
2

oo

AN BN RN

AU NAAANNNAdOoUMNDUVMERRWN R WRLON

o|olooco oo oooIocooo oo oe o=
oclolociolo oo ooloclocooloo olooe e

ig -ﬁssg?gfi gﬂg:j/;j:: I : format. 13 8 35 ﬁ::gg:: e T - . . . b05
= Lémd? 1495 157 Run NEOS and o | 4 15 omspcons tm26e| o177 IR b8

format, then converted " SR 11 o IS oo omate compared to the encrypted.

to .bench format o 10,,,5_7365 e 520, i i « We got 0.45 percent average o Compared to DK-Lock
e oo No attack was able to compared to the original s
zgdm 15m4.756s - CirCUit' | ::g - 1 1

ABC). o 157930 « Some attacks failed n bits, 10 bits.

Run NEOS SAT e Lsmsos I «  Some did not report 0.86 average. b2z Overhead becomes

. I e * One attack timed out o | s | 7
No attack was able to tiger 15m50.4985| 0m37.245s  1m54.818s (20 hOUfS). b22 8 32 15m24.620s 3925 not able {o get any Of the key become Iarger

15m0.5435 | 0m0.5225  0m0.607s w2 | s 15 Om49S6ls OmO.SG3s OmO.603s  Oml.080s of the 0r|g|na| circuit o]
- e P RANE SAT attacks:
. g bl4 . . .

(Using Yosys and N with configuration:

o e onzotss onzn find the correct keys. '

Lim? 3415 - e | 2 ;. i . S Tous * Inthe DANA paper, they got a i
attacks: . [ emsion s wath the correct key. ; EALL structural attack was smaller as benchmarks

oA 'oONS Minn EIFAL CWEqal values: 0 candidates.

find the correct keys

Conclusion References

Cute-Lock-Beh multi-key logic locking solution:
« Evades SAT attacks.
 Successfully locks circuits of any size.

1-1J. A. Roy et al., “Ending piracy of integrated circuits,” Computer, vol. 43, no. 10, pp. 30-38, 2010.

2 - J. Rajendran et al., “Fault analysis-based logic encryption,” IEEE Transactions on Computers, pp. 410-424, 2013.
. Supports sequential locking at the HDL (behavioral) level. 3-R. Chakraborty et al., “HARPOOI\_I: An obfuscation-b_aseq soc design methodology for hardware protection,” IEEE

In addition, Cute-Lock Str is a multi-key logic locking solution that: Transactions on Computer-Aided Design of Integrated Circuits and Systems, vol. 28, no. 10, pp. 1493-1502, 2009.
. Prevents structural attacks and dataflow attacks. 4 - J. Dofe et al., “Novel dynamic state-deflection method for gate-level design obfuscation,” IEEE Transactions on Computer-
- Supports sequential locking at the netlist (structural) level. 2 Aided Design of Integrated Circuits and Systems, vol. 37, no. 2, pp. 273-285, 2018.

 Has low overhead.




