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Detecting Common Weakness Enumerations (CWEs) across hardware-software systems
remains a critical challenge due to data scarcity, complex vulnerability patterns, and limited
generalization of traditional analysis tools. This work introduces LLM-Enhance, a Machine
Learning (ML) framework that leverages fine-tuned Large Language Models (LLMs) to
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Experimental Results

Each dataset is split into 70% training, 15% validation, and 15%
testing to ensure balanced evaluation and robust training. Our
training minimizes cross-entropy loss with the Adam optimizer, using
learning rate (n) of 0.001 over 30 epochs. The experiments are run
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construct two large CWE datasets enhanced via data augmentation and LLM fine-tuning and N SN S/
evaluate different ML models on these datasets. Recent studies emphasize the advantages of
ML over traditional static analysis for early vulnerability detection, including applications in
Internet of Things (1oT) [2] and log-based anomaly detection [3]. LLMs have shown promise in
extracting vulnerability information from unstructured sources [4], zero-shot vulnerability
repair [5], code vulnerability detection [6], policy-based protection [7], and hardware security
assertion generation [8]. However, challenges remain, such as prompt sensitivity and
incomplete responses. Despite these limitations, LLMs demonstrate strong potential in
automating security tasks, including penetration testing [9] and solving offensive security
challenges [10]. Fig. 1 illustrates the selected CWEs that lie at the intersection of software and
hardware vulnerabilities, providing context for the scope of our dataset and analysis.

performance on the custom fine-tuned LLM dataset compared to the
pre-trained dataset.

Fig. 2: LLM-Enhance Workflow

LLM-Enhance

We propose LLM-Enhance, an end-to-end workflow for hardware-software CWE detection shown in Fig. 2:

Table 1: Decision Metrics

ML Pre-Trained LLM Dataset Custom LLM Dataset

Model Acc. F1Sc. Prec. Rec. Acc. F1Sc. Prec. Rec.
SVC 46% 43% 43% 44% T77% 76% 76% 75%

A. Data Generation RF 44% 43% 43%  42% 76% T6% 75% 75%
* Collected ~2,270 real CWE samples from DiverseVul [11] and NIST SARD [12] o o o o . . . .
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* Expanded to ~5,000 samples using synthetic data generation (i.e., Gretel [13], CTGAN [14], PALETTE [15]) GNN 48% 45% 46%  47% 80% 80% /9% 79%
* Fine-tuned multiple transformer-based LLMs (i.e., LLaMA, Falcon, Mistral, StarCoder) CNN A7% A5%  46%  46% 81% 80% S0% 81%

* Adapted data formats per model (CSV, JSONL, syntax trees, dependency graphs) . . . . . . . .
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B. Data Preprocessing
e Converted C++ source code into Abstract Syntax Trees (ASTs) using Clang
* ASTs capture structured code semantics and programming constructs

Table 2: Probabilistic Metrics

Pre-Trained LLM Dataset Custom LLM Dataset
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initszation and R 1207 -Debug * Transformed ASTs .i|.1to JSpN format for flexibility and effi-cient analysis Brier Score Exp. Cal. Error Brier Score  Exp. Cal. Error
\ / S TN o Problems * Enabled compatibility with advanced ML and deep learning models
| GWE-450 | | CWE-ae SVC 0.456 0.347 0.347 0.278
C. Machine Learning Algorithms RF 0.487 0.391 0.376 0.310
Evaluated six ML models for CWE detection: SVC, Random Forest, Gaussian Naive Bayes, CNN, GNN, and Transformer GNB 0.620 0.510 0.563 0.456
e CNNs capture structural code patterns
* GNNs model dependencies via graph representations GNN 0.342 0.287 0.092 0.074
* Transformers leverage self-attention to capture complex contextual relationships CNN 0.320 0.236 0.158 0.088
* Enables direct comparison between traditional and state-of-the-art models Trans. 0.290 0.187 0.066 0.045

Fig. 1: CWEs at the Intersection of Software and Hardware Weaknesses
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