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Hardware Trojans 
Applied machine learning to detect hardware trojans
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Hardware Trojans

Figure 1: Trojan free circuit 

Figure 2: Trojan inserted circuit 
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Conventional Approach

▪Side-channel Power analysis

▪ Temperature analysis

▪Wireless transmission power analysis

▪Regional supply current analysis



6 | Risk-Aware and Explainable Framework for Ensuring Guaranteed Coverage in Evolving Hardware Trojan Detection  

Challenges

▪Complexity of modern Integrated Circuits 

▪Challenges in detecting minute Hardware Trojans 

▪Early-Stage detection significance in design process 

▪Cost-Efficient Hardware Trojan detection strategies
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Machine Learning 

• Given a dataset 

• Pick that minimizes the Loss

Input (x)

f, 

Target prediction f(x)

Model of problem

All models are wrong, 

but some are useful!
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Machine Learning based solution

Research gap 

and challenges

Process automation

▪ Regression

▪ Deep Neural Networks

▪ Graph Neural Networks

▪ Reinforcement Learning 
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PALETTE
Solution and experimental results 
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PALETTE: exPlainable frAmework for evoLving hardwarE Trojan deTEction

• Guaranteed coverage of each prediction 

• Model says – “I don’t know”  

• Ranking of Hardware Trojans

• Calibrated explanations for each decision  
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Proposed Solution
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Dataset

▪GAINESIS1

▪Chip-level Trojan: Trust-Hub2

▪ Creating Evolved Hardware Trojans 

1 K. G. Liakos, G. K. Georgakilas, F. C. Plessas, and P. Kitsos, “Gainesis: Generative artificial intelligence netlists synthesis,” Electronics, 

vol. 11, no. 2, p. 245, 2022.

2 H. Salmani, M. Tehranipoor, S. Sutikno, and F. Wijitrisnanto, “Trust-hub trojan benchmark for hardware trojan detection model creation 

using machine learning,” 2022. [Online]. Available: https://dx.doi.org/10.21227/ px6s-sm21

https://dx.doi.org/10.21227/
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Evolving Hardware Trojans

Comparison of real and synthetically generated 

dataset on trust-hub chip-level trojan dataset.

Dataset split for model input

▪Notion of Evolution: 
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Experimental Results

Distribution of scores on each five of the calibration fold for GAINESIS dataset

Conformal inference for GAINESIS dataset
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Experimental Results

Comparison of conformal predictors with corresponding 

significance level on trust-hub chip-level trojan dataset

Conformal inference and associated p-vales for trust-hub chip-level trojan dataset.
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Performance Metrics

Effective coverage and average prediction set size for Trust-Hub chip dataset.

Coverage: Proportion of  true target 

values that fall within the pred intervals.

Efficiency: How tight the prediction 

intervals are.
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Performance Metrics

Performance metrics of conformal inference on trust-hub chip-level trojan dataset
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Inference 
Risk-Aware decision making
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Risk-Aware Ranking 

▪Confidence score 

▪Assign confidence score 

Adoption of confidence for risk-aware ranking on 

trust-hub chip-level trojan dataset
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Calibrated Explanation for Reject

▪Explanation for each decisions are calibrated

Calibrated explanation for rejecting a decision



21 | Risk-Aware and Explainable Framework for Ensuring Guaranteed Coverage in Evolving Hardware Trojan Detection  

Model says – “I don’t know” 
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Conclusion 
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Key Takeaways 

▪Evolving hardware Trojan (HT) evolution.

▪Guaranteed coverage and tunable significance levels.

▪Algorithm-agnostic and explainability-aware rejection of predictions.

▪Ranking mechanism for evolved Trojans.

While there's no silver bullet for zero-day attacks, adopting a proactive 

risk-aware defense strategy significantly reduces the attack.
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