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Hardware Trojans 
Applied machine learning to detect hardware Trojans
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Hardware Trojans

Figure 1: Trojan free circuit 

Figure 1: Trojan inserted circuit 
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Role of machine learning 

• Given a dataset 

• Pick that minimizes the Loss

Input (x)

f, 

Target prediction f(x)

Model of problem

All models are wrong, 

but some are useful!
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Related Works 
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Prior work and challenges 

▪ML approaches for hardware Trojan detection.

▪ RTL based – Random Forest, Support Vector Machines.

▪ Deep learning approach (image classification).

▪Uncertainty aware multimodal learning in healthcare.

▪Challenges in hardware security domain 

▪ Learning with less data.

▪ Highly imbalanced data. 
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NOODLE
Uncertainty-aware Hardware Trojan Detection using Multimodal deep Learning
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Proposed solution

module test(

input a,

output b

);

assign b=~a;

endmodule 0.0031366234,0.0,0.0

0.16764905,0.0910366,0.01159358

0.05329431,0.019860107,0.18703224

0.21500663,0.11880148,0.0

0.21176252,0.117008954,0.01518486

Information Fusion

Uncertainty 

Quantifier

Input: Verilog files

Graph representation

Uncertainty-aware multimodal deep learning

Euclidian representation

Trojan-free

Trojan-infected
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NOODLE Framework
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Pseudocode
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Novelty

▪Multimodal learning approach in hardware security.

▪ Euclidian and graph. 

▪ Information fusion with uncertainty quantification.

▪ Model fusion strategy employs p-values. 

▪Mitigating missing modalities.

▪ GANs to augment data and overcome small datasets issue. 
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Results
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Dataset

▪Chip-level Trojan: Trust-Hub1

▪ Modal 1: Represent circuit using AST to Euclidian data. 

▪ Modal 2: Graph representation of circuit. 

▪ Convert each graph to “Tensor”.

1 H. Salmani, M. Tehranipoor, S. Sutikno, and F. Wijitrisnanto, “Trust-hub Trojan benchmark for hardware trojan detection model creation 

using machine learning,” 2022. [Online]. Available: https://dx.doi.org/10.21227/ px6s-sm21

https://dx.doi.org/10.21227/
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Performance metrics

NOODLE’s Brier score (a) Early fusion (b) Late fusion

(a) (b)
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Brier score

https://github.com/cars-lab-repo/NOODLE1
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Experimental results

NOODLE’s (a) consolidated metrics (b) confidence calibration curve, (b) ROC-AUC curve

(a) (b) (c)
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Conclusion 
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Key takeaways 

▪Missing modalities – GAN.

▪Uncertainty aware multi-modal fusion.

▪Ensemble of fusion approach. 

While there's no silver bullet for zero-day attacks, adopting a proactive 

risk-aware defense strategy significantly reduces the attack.
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