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Fabless Manufacturing
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https://www.cirrus.com/company/quality/fabless-semiconductor-model/
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Threats

• Reverse Engineering

• Piracy 

• Overproduction 

• Counterfeiting

4Computer Architecture, Reliability, and Security Laboratory (CARS-Lab)
1 - http://www.righto.com/2021/12/reverse-engineering-tiny-1980s-chip.html

2 - https://www.ic-crack.com/reverse-engineering-ic-atmega644a-firmware/
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Combinational Logic Locking

• Two categories of 

combinational logic locking 

• XOR-based 

• MUX-based 

• XOR Method K1 = 0 

• MUX Method K1 = 1 
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Oracle Guided Attacks 

Goal: Determine the secret key used for logic locking

Attacker has:
- Locked netlist 

- Functional IC

Attacker does: 
- Compute the attack pattern from the locked netlist (DIPS)  

- Apply them to IC

- Find key values from responses. 

6

Introduction Logic Locking



Computer Architecture, Reliability, and Security Laboratory (CARS-Lab)

The SAT Attack 

• This attack came out in 2015, 

breaking almost all the locking 

solutions. 

• Evaluating the security of logic 

encryption algorithms by P. 

Subramanyan, S. Ray and S. Malik

• It works by removing multiple 

possible keys in one DIP. 

Functional 

Inputs

Key Inputs

X[0:2] K0 K1 K2 K3 K4 K5 K6 K7

X0 0 1 1 1 1 0 0 0

X1 0 1 1 1 1 0 0 0

X2 0 1 1 1 1 0 0 0

X3 0 1 0 0 1 0 1 1

X4 1 1 0 1 0 0 0 0

X5 1 1 0 1 0 0 1 0

X6 1 1 0 1 0 0 1 0

X7 1 1 1 0 0 0 1 1
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Advanced Logic Locking Solutions 

• Anti-SAT, SARLock, TTLock

• Increase the SAT attack to exponential time.

• SAT can only eliminate one wrong key per DIP

• There are many attacks against advanced single 

key logic locking
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X[0:2] K0 K1 K2 K3 K4 K5 K6 K7

X0 1 0 0 0 0 0 0 0

X1 0 1 0 0 0 0 0 0

X2 0 0 1 0 0 0 0 0

X3 0 0 0 1 0 0 0 0

X4 0 0 0 0 1 0 0 0

X5 0 0 0 0 0 1 0 0

X6 0 0 0 0 0 0 1 0

X7 0 0 0 0 0 0 0 0

Introduction Logic Locking
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Motivation for Multi-Key Logic Locking

• A single key is vulnerable to current SAT attacks. 

• It is impossible for current SAT attacks to find all the correct keys in multi-key logic locking.  

• Keys that should be applied at different input combinations instead of one global key. 

• The theoretical time complexity to break is exponential in relation to the number of keys and 

inputs. 
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Multi-Key Logic Locking Solution 1 

• Brute Force Input Encoding 

• Expands the truth table and inserts input key 

bits in every positive input combination. 

• It is not feasible for larger circuits because it 

takes exponential time

• Python implementation fails to lock medium-sized 

circuits. 

• 𝑂 2𝑛 ,where n is the number of inputs to the 

circuit. 

• C432 circuit in ISCAS 85 produces a truth table 

of 68,719 million rows (64 GB RAM was not 

enough)

• 36 inputs   

2 input circuit (NAND gate) 

Brute Force Input Encoding
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Multi-Key Logic Locking Solution 2

• K-Gate Lock 

• We expand the truth table for portions (gate or subcircuit) instead of the whole circuit.

• Expands the truth table for a given level k gate and inserts input key bits in every positive 

input combination. 

• To limit the number of gates to lock, we added g, an upper bound on the gates locked. 

• Much lower time complexity, it can lock every circuit. 

• 𝑂 min
𝑛

𝑘
, 𝑔 × 2𝑘 vs  2𝑛

• Where k is the number of inputs to the gate, 

• g is the maximum number of gates to lock. 

• n is the number of inputs to the circuit. 
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K-Gate Logic Locking

• Step 1 – Receive the inputs 
• 𝑓 𝑥 Original circuit

• 𝑘 = 2 (absolute inputs )

• 𝑔 = all (maximum number of gates) 

• 𝑘𝑒𝑦𝑠 = 1,3,2,3

• 01

• 11

• 10

• 11 

• Step 2 – Find all gates with k 

inputs

• Step 3 – Generate truth 

tables and insert key inputs
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K-Gate Logic Locking

• Step 4 – Integrate the locked 

gates into the circuit. 

• Step 5 – To use the circuit, use 

the table shown. 
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Pseudo Implementation

• The implementation of K-Gate logic locking 

uses 2 functions 

• The main algorithm that locks the whole 

circuits

• A function used to lock a gate. 

• Goes through each output and input combination 

and locks it with the provided keys. 
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Oracle Guided Attack Results
• Algorithm validation: Constant keys - SAT attacks can 

identify the correct key and confirm that same circuit 

operates as the oracle. 

• Attack 1: 3 keys, 3 bit – SAT attack fails to find keys 

• Attack 2: n keys, k bits – SAT attack fails to find keys 
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Possible SAT Attack If Knows About K-Gate lock

• Future SAT attacks would need to explore the keys 

for every input combination as follows:

• I) All input combinations: 2𝑛 possibilities (where 𝑛 is the 

number of inputs) 

• II) All potential values for each key: 2𝑚 possibilities 

(where m is the total number of key bits). 

• Each key is made up of the sum of all gate keys. 

• SAT-based attacks are forced to perform a brute-force 

search for every key, resulting in a time complexity of 

O 2m × 2𝑛 ⇒ 𝑂 2𝑚+𝑛
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Overhead Measurements

• Cadence Genus  - 45nm library

• The highest overhead in terms 

of power is ~26%, and the 

Area is ~198%. 

• The lowest is around ~0.45% 

percent for power and ~19% 

for the Area. 

• The IO increased based on the 

added keys. 
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Summary

• K-Gate Logic locking is a solution that:

• Resists SAT attacks. Has the potential to resist white-box (probing) attacks too.

• Successfully locks circuits of any size.

• Depends only on combinational logic. 

• Maintains a reasonable overhead. 
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Future Work

• Expand multi-key locking to sequential circuits using time base keys.

• Stay tuned: K. Lopez and A. Rezaei, “Cute-Lock: Behavioral and Structural Multi-Key 

Logic Locking Using Time Base Keys,” Accepted in Proceedings of 28th Design, 

Automation & Test in Europe Conference & Exhibition (DATE), 2025, France.
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Is logic locking a cat & mouse game?

Fabless manufacturing

• Challenge: Hardware IP piracy and overproduction

• Solution (Thesis): Logic locking and obfuscation → The notion of 

“locking” via a “key”

• Anti-solution (Antithesis): Attacks to retrieve the correct key or 

extract the original circuit
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Is logic locking a cat & mouse game?

It depends…

• Are there incremental works? →

Yes

• A problem in academic research

• Must avoid incremental works

How? By bringing in formalism and 

cryptographic foundations

• Are there sequences of attacks and 

defenses? → Yes

• It is not necessarily a bad thing!
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Moving from “particular” to “universal” based on 

the Hegelian dialectic.
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Is logic locking a cat & mouse game?

• Alice & Bob Thesis: Love is above 

anything. But Amin is an obstacle 

between us. Let’s kill and then eat him 

and unite.

• Amin’s Antithesis: Thou shalt not murder! 

Not murdering is above anything, and 

there is no way for Alice & Bob to unite.
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• Daisuke’s Synthesis: Open your eyes! You 

are living in a 2D world, not a 1D one. Bob 

& Alice can unite while Amin is still alive!

2D


