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Abstract

Enhancing Web Browsing Security on loT and Edge Devices

= Challenge

— loT and Edge devices, due to their resource constraints, lack the capability to implement
computationally intensive security mechanisms, making them vulnerable to cyber threats
- such as phishing and malware.

* Proposed Solution

— A machine learning-based approach for real-time URL mspectlon to |dent|fy and classify
malicious websites.

Key Features

— Categorization of websites into benign, phishing, malware, defacement and spam.
— Development of a lightweight neural network optimized for resource-constrained hardware.
- Implementation as either a browser extension or a hardware security module.



Introduction

Cyber Threats and the Need for Web Security
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Introduction

Cyber Threats and the Need for Web Security
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= Why Malicious Websites
~ Are a Major Threat

- Many cyberattacks rely on fake or
compromised websites to steal
user data.

— Early detection and blocking of
malicious URLSs can significantly
enhance cybersecurity.

|
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Introduction

Proposed Solution — Real-Time URL Classification
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= Machine Learhing for Web Security

- Extracting key features from URLSs to classify websites as safe or malicious.
— Training a lightweight neural network (MLPNN) to ensure accurate, fast detection.

= Hardware-Optimized Implementation
— Low power consumption and minimal resource usage, making it ideal for 0T devices.

= Key Benefits
— High accuracy in detecting cyber threats. .
— Seamless performance without slowing down web browsing.
— Practical deployment for enhanced loT and Edge security.



Related Works

Review of Existing URL Detection
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= Black & White List
- URL detection methods based on black & white lists consist of two lists of
allowed and unallowed URLS.

- Vulnerability to zero-day attacks and unfairly group reports are
weaknesses of list-based systems.

* Machine Learning

— Machine learning is the most popular method for identifying and
predicting malicious URLs. ,

— The primary challenge lies in the real-time implementation of machine
learning algorithms on edge devices.



Proposed Method
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Proposed Method

" URL Features and Dataset

= JRL Featu fes

— URLs contain a wealth of hidden information that can be classified by
machine learning algorithms based on these features.

n Dataset

— dataset that has been used was collected by Canadian Institute of Cyber
Security (CIC) and contains five different classes.
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Proposed Method

Feature Reduction and Preprocessing
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Preprocessing »
_— After converting all features to numbers, all numbers (features) are mapped between 0 and 1.

Feature ReduCtiOn

_ PCA has been used to reduce the feature dimensions. PCA has increased the accuracy and also
reduced the storage space of the model.

e s %

Accuracy (after 25 epochs) (%) 94.75 95.13
Accuracy (after 50 epochs) (%) 96.31 96.57

g_ : Accuracy (after 100 epochs) (%) 96.82 96.98
Accuracy (after 200 epochs) (%) 96.82 97.68
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Proposed Method

MLP NN Classifier
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= MLP NN Design ,
— Due to the importance of reducing computational overhead, the proposed neural network
has only one hidden layer.

= Computational Model Extraction
— After training the neural network, a computational model of matrix addition and
multiplication is extracted from the model so that it can be implemented on hardware with
the best performance.

Benign
Malware
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Phishing
Defacement




Proposed Method

* Hardware Implementation
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= Computable Neural Network
— The MLP NN was transformed into matrix multiplication, addition and determinant.

= Hardware Design Using FPGA

— The design is carried out with a focus on optimizing power consumption, processing speed,

and resource utilization.
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Experimental Results

Classifier Results
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= Accuracy ‘ ! : Confusion Matrix
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MERCEDES 97/68% 97/08 % 98/17 % 97/62 %
HMLM [1] 98/12 % 96/33 % 97/31 % 95/89 %

BLSTM [2] 95/47 % 95/37 % 95/6 % 95/67 %
TMMUC [3] 98/55 % 98/57 % 98/55 % 98/56 %

= Total Parameters

Hidden Layer (Type, Dimension) Dense, [1,100]

2.2e+03

Benign Defacement

Actual Values

2.1e+03
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Output Layer (Type, Dimension) Dense 1, [1,5]

Spam

Trainable Parameters (Number, Size) 6105, 23.85 KB

Defacement Benign Malware Phishing
Predicted Values

Not Trainable Parameters (Number, Size) 0,0KB

1.9e+03
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Experimental Results

Hardware Results

| = Timing Parameters

]t
CLOCK Estimated 3.454 ns

Latency (Cycles) 63244 cycles
Latency (Absolute) 253,000 ns

= Resource Utilization

RESOURCE UTILIZATION
CLB LUTs 0.44%

i CLB Registers 0.17%

CARRYS8 0.22%
CLB 0.74%

.
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= Power Consumption

On-Chip Power

Dynamic: 3305W (82%)

0.098 W
0.086 W
0.128 W
0.104 W
0.031 W
0.097 W
2.762 W

0.726 W

B PL: 0.627 W
B ps: 0.098 W
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(14%)
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Conclusion

Conclusion and Euture Work

= Conclusion

— In this paper, the proposed lightweight neural network can have high
accuracy and at the same time have very low execution time.

- The proposed approach can be embedded inside edge devices and protect
them from cyberattacks.

= Future Work

— Further research is focused on identifying malware that resides in memory
and will show its effects during processing.
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